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Abstract 
In order to solve digital products copyright problem, this paper uses the good mathematical properties of singular 
value decomposition and combines with two-dimensional wavelet decomposition, chaotic Logistic sequence and 
template scrambling to product a high security digital watermark. The statistic analysis indicates this method has 
good security and robust, which can be used widely in the e-service area. 
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1.  Introduction 
Rapid technological progress in information technologies poses new issues for copyright protection 
of e-service. Today, a digital file can be copied and instantaneously distributed worldwide through the 
Internet, thus potentially depriving the copyright holder of revenue from licensed sales. And Instant 
delivery is a primary requirement for on-line businesses. Thus copyright protection is a necessity for on-
line media distribution e-services. Watermarking technology enables copyright protection for e-services 
but delays the packaging process and delivery.  
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Digital watermarking is an information hiding technique used to hide a mark (image, audio signal, 
serial number, text, etc.) in a given image (carrier or stego image) (Petitcolas et al., 1999). The hidden 
object is the watermark while the carrier is the marked object. Fragile watermarks are destroyed if the 
carrier image is subject to considerable modifications. Robust watermarks cannot be removed from the 
image unless the image is totally destroyed. Robust watermarks resist all types of known modifications. 
Invertible watermarks can be recovered from the carrier image using a given key, while non-invertible 
watermarks can be detected but not recovered. Fingerprints are a special type of hidden features (serial 
numbers for example) used by intellectual property owners to track the customers who break the license 
by distributing the property to third parties. The fingerprint is usually a hidden serial number or similar 
feature that characterizes a particular entity. 
This paper uses the good mathematical properties of singular value decomposition and combines 
with two-dimensional wavelet decomposition, chaotic Logistic sequence and template scrambling to 
product a high security digital watermark. The statistic analysis indicates this method has good security 
and robust, which can be used widely in the e-service area. 
2.  W-SVD watermarking algorithm 
W-SVD watermarking algorithm was first in the United States Department of Mathematics, 
Syracuse University, U.S. Air Force Communications and Remote Sensing Laboratory, published in 
1998. The algorithm uses the singular value decomposition of the geometric distortion attacks (including 
the transpose, mirror, rotate, zoom, translation) good mathematical properties of invariance. The 
watermarking algorithm is constructed with good invisibility and robustness. 
From the perspective of linear algebra, digital images can be expressed as a non-negative matrix, 
which is represented by M NA R u , where R is said the real number field. A can be expressed as
TA=U V¦ , 
where 
N NU R u  and 
M NV R u  are orthogonal matrices, and 
M NR u¦  is a diagonal matrix whose 
diagonal elements satisfy 1 2 1... ... 0r r MV V V V Vt t t t   . R is the rank of A, which is equal to the 
number of non-zero singular values. Thus 
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. iV  is called as A singular value, which is uniquely 
determined by the decomposition and is the square root of eigenvectors of TAA . Because of 
T T T T T TAA U V V U U U ¦ ¦  ¦¦ and
T T T T T TA A V U U V V V ¦ ¦  ¦ ¦ , the column vector of U  is the eigenvector 
of TAA , and the column vector of V is the eigenvector of TA A . 
3.  The process of diamond-template scrambling algorithm  
Idea of the algorithm is as follows: 
A. Get a fixed template of the original image. Figure 1 shows that 4 * 4 matrix of order number is 
used in the algorithm; 
B. Make a scrambling template which is different with the original image. Fill in the scrambling 
template with the pixels of the image in a certain order; 
C. Fill in the image with the pixels of the scrambling template in a certain order again. 
1 2 3 4
5 6 7 8
9 10 11 12
13 14 15 14
7 4 11 2
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8 14 1 5
12 16 3 9
15 6 13 10
  
Fig. 1 Scrambling Template Diagram 
Reading the pixel location of the scrambling template in left to right and top to bottom order, a 
conclusion is as follows: (1) After scrambling the matrix which is scrambled with the original image 
matrix, the matrix is turned to be the original image matrix; (2) Scrambling effect is proportional to the 
size of the matrix. 
4.  Logistic chaotic sequence generator 
A simple logistic equation is a recursive 1 (1 )n n nx x xP   , where P  is the parameter for the 
control. (1) 0<P 3, the dynamic form of the equation is very simple; (2)3<P 4, the dynamic form of 
the equation is complicated, in which period-doubling turns into chaos. (3)P >4, the dynamic form of the 
equation is more complicated.  
 
Fig. 2 the Dynamic Form of the Logistic Equation 
5. A new integrated watermarking system based on W-SVD 
Cover image is lena.jpg of 256 * 256 pixels. Stego image is cqu.jpg of 256 * 256 pixels. 
 
Fig. 3 Cover Image-lena.jpg and Stego Image- cqu.jpg 
Watermarking embedding process is as follows: 
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Step 1ΚThe cover image (lena.jpg) is decomposed in two-dimensional wavelet method to extract 
low-frequency coefficients. (Due to the different characteristics of different wavelet function and the 
features of the edge information, db4 wavelet and scale 2 are selected); 
Step 2ΚThe low-frequency coefficient A will split into R, G, B sections and each section is 
decomposed in SVD method. Namely: ( ) ( ) ( ) ( )A red U red S red V red u u , 
( ) ( ) ( ) ( )A green U green S green V green u u , ( ) ( ) ( ) ( )A blue U blue S blue V blue u u ; 
Step 3Κ 
Extract values of ( )S red , ( )S green and ( )S blue , and get the 
results: ( ) ( ) ( )U U green U red U blue u u , ( ) ( ) ( )S S green S red S blue u u , ( ) ( ) ( )V V green V red V blue u u ; 
Step 4ΚSelect the appropriate template matrix to scramble the hidden object; 
Step 5ΚGenerate a set of random numbers by using logistic equation; 
Step 6ΚGet the matrix to be embedded by add the chaotic sequence with the scrambled matrix; 
Step 7ΚAdjust the size of the matrix to be embedded. Then get the intermediate matrix temp by 
adding the matrix to be embedded with S; 
Step 8ΚThe intermediate matrix is decomposed in SVD method and get 1, , 1U SS V . 1, 1U V  will be 
passed to the receiver as the extraction of key; 
Step 9Κ Making anti-AVD operations to , ,U SS V , watermarked image will be obtained. 
 
Fig. 4 the Results of Scrambling 
The extraction algorithm is the inverse of the embedded algorithm. The extracted watermark results 
are as shown. 
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Fig. 5 The Extracted Watermark Results 
It can be seen from this figure, the recovered watermark and the original is basically the same, 
indicating the accuracy of this algorithm. Each RGB layer of the cover image can be embedded, which 
illustrates a larger amount of information can be embedded in the cover image with this algorithm.  
6. Discussion 
Peak Signal to Noise Ratio (PANR) is used to evaluate the quality of the image embedded with 
watermark. For an M Nu  image size of n bits, the value of PSNR is as follows Κ
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, where, ijP  is the pixel value of the original image, and ijP  is the pixel 
value of the embedded image. Higher signal to noise ratio that the higher the fidelity of the watermarked 
image. In this paper, cover image is lena.jpg of 256 * 256 pixels and stego image is cqu.jpg of 256 * 256 
pixels. According to the definition of PSNR and experimental data, it can be calculated that the value of 
PSNR is 62.33. 
From the above, it is concluded that W-SVD algorithm has good robustness. 
7. Conclusions 
Obviously, the digital and academic communities stress the free flow of information, whereas 
industry stresses the need for effective protection to promote innovation. Because of the rapid 
development of technology, there is a real possibility that electronic services and, to a certain extent, 
electronic business will be dominated by multimedia services. To be successful in e-services and e-
business, service providers must address and handle copyright-protection issues. One effective approach 
is to embed company trademarks, logos, consumer identities, copyright information, and terms in the 
distributed media. Current technologies to protect copyrights include watermarking and cryptography. 
Digital watermarking technology complements the cryptographic process and protects copyright 
ownership. 
In this paper, a digital watermark based on W-SVD method is discussed. The statistic analysis 
indicates this method has good security and robust, which can be used widely in the e-service area. 
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